import http.server
import socketserver
import ssl

from picamera2 import Picamera2

from picamera2.encoders import MJPEGEncoder
from picamera2.outputs import FileOutput

from libcamera import Transform
import logging

import io
from threading import Condition

import time

import os



class StreamingOutput( io.BufferedIOBase ):
    def __init__(self):
        self.frame = None
        self.condition = Condition()

    def write(self, buf):
        with self.condition:
            self.frame = buf
            self.condition.notify_all()

class MyHttpRequestHandler( http.server.SimpleHTTPRequestHandler ):
    def do_GET(self):

        print ( "GET" )
        print ( "MY SERVER: I got a GET request. [" + str( self.path ) + "]" )
        print ( "\n" )
        # print ( "[" + str( self.headers ) + "]" )
        # logging.debug("La fonction a bien ete executee")
        # logging.info("Message d'information general")
        logging.warning( "Attention !" )

        logging.info( "Client = " + str( self.client_address ) )

        # logging.error( "Une erreur est arrivee" )
        # logging.critical( "Erreur critique" )

        if self.path == '/' or self.path == '/index.html':
            print( "MY SERVER: The GET request is for the root URL.")
            # self.path = 'my_webpage.html'
            self.path = 'login.html'

        elif self.path == '/stream.mjpg':
            print("'/stream.mjpg'")
            self.send_response(200)
            self.send_header('Age', 0)
            self.send_header('Cache-Control', 'no-cache, private')
            self.send_header('Pragma', 'no-cache')
            self.send_header('Content-Type', 'multipart/x-mixed-replace; boundary=FRAME')
            self.end_headers()
            
            #cpt = 0 
            
            try:
                while True:
                    with output.condition:
                        # print("output.condition\n")
                        output.condition.wait()
                        # output.condition.notify()
                        frame = output.frame
                    # print("while : " + str( cpt ) + "\n")
                    # print( str( cpt ) )
                    #cpt = cpt + 1
                    self.wfile.write(b'--FRAME\r\n')
                    self.send_header('Content-Type', 'image/jpeg')
                    self.send_header('Content-Length', len(frame))
                    self.end_headers()
                    self.wfile.write(frame)
                    # print( "frame=["+ str( frame ) + "]\n" )
                    self.wfile.write(b'\r\n')

                    #if cpt > 100 :
                    #   print("cpt > 100\n")
                       # time.sleep( 5 ) 
                       # self.path = 'my_webpage.html'
                       # return http.server.SimpleHTTPRequestHandler.do_GET( self )
                    #   cpt = 0

            except Exception as e:
                logging.warning( 'Removed streaming client %s: %s' , self.client_address , str( e ) )

        return http.server.SimpleHTTPRequestHandler.do_GET(self)

    def do_POST(self):

        global conf_user
        global conf_password

        # print ("MY SERVER: I got a POST request. [" + str( self.path ) + "][" + str( self.headers ) + "]" )
        print ("POST\n" )


        content_len = int(self.headers.get("Content-Length"), 0)
        raw_body = self.rfile.read( content_len )
        print ("raw_body = [" + str( raw_body ) + "]\n" )

        if self.path == '/servo':
            print ("/servo")

            if str( raw_body ) == "b'ACTION=shutdown'" != -1:
               print ("ACTION=shutdown\n")
               logging.info( "SHUTDOWN" )
               os.system( 'cd /home/lol/cam/server_https_login' )
               os.system( 'sudo pkill pigpiod' )
               time.sleep( 3 )               
               os.system( 'sudo shutdown -h now' )
               # p = subprocess.run( './arret_PI' )
               # print( p.communicate() )

            if str( raw_body ) == "b'ACTION=reboot'" != -1:
               print ("ACTION=reboot\n")
               logging.info( "REBOOT" )
               os.system( 'cd /home/lol/cam/server_https_login' )
               os.system( 'sudo pkill pigpiod' )
               time.sleep( 3 )               
               os.system( 'sudo shutdown -r now' )
               # p = subprocess.run( './arret_PI' )
               # print( p.communicate() )


            self.path = 'my_webpage.html'
            return http.server.SimpleHTTPRequestHandler.do_GET( self )

        if self.path == '/verify':
            print ("MY SERVER: The POST request is for the /verify URL.")
        
            post_data_str = raw_body.decode("UTF-8")
            list_of_post_data = post_data_str.split('&')
            
            post_data_dict = {}
            for item in list_of_post_data:
                variable, value = item.split('=')
                post_data_dict[variable] = value

            print ("MY SERVER: I have changed the post data to a dict and here it is:\n", post_data_dict)

            # logging.debug("La fonction a bien ete executee")
            logging.info( "LOGIN = " + post_data_dict['fuser'] )
            logging.info( "PW = " + post_data_dict['fpassword'] )
            # logging.warning( "Attention !" )
            # logging.error( "Une erreur est arrivee" )
            # logging.critical( "Erreur critique" )

            print ( "[" + conf_user + "]" )
            print ( "[" + conf_password + "]" )

            # if post_data_dict['fuser'] == 'lol' and  post_data_dict['fpassword'] == 'password':
            if post_data_dict['fuser'] == conf_user and  post_data_dict['fpassword'] == conf_password:
                # self.path = 'login_okay.html'
                logging.info( "LOGIN OK" )
                self.path = 'my_webpage.html'
            else:
                logging.error( "Une erreur de PW !!!" )
                self.path = 'login_not_okay.html'
		
        return http.server.SimpleHTTPRequestHandler.do_GET( self )

# camera
picam2 = Picamera2()
# picam2.configure( picam2.create_video_configuration( main={"size": (640, 480)} , transform=Transform(180) ) )
picam2.configure( picam2.create_video_configuration( main={"size": (640, 480)} ) )

output = StreamingOutput()
picam2.start_recording(MJPEGEncoder(), FileOutput(output))


# gestion des logs
logging.basicConfig( level=logging.DEBUG , filename="app.log", filemode="a", format='%(asctime)s - %(levelname)s - %(message)s' )

# recuperation du compte et du mot de passe qui sont dans 
# le fichier /boot/ma_config.conf
conf_user = ""
conf_password = ""
# Ouvrir le fichier en lecture seule
nom_fichier = "/boot/ma_config.conf"

file = open( nom_fichier , "r")
# utilisez readline() pour lire la premiere ligne
line = file.readline()
numero = 1 
while line:
    print( str( numero ) + " " + line )
    numero += 1 

    if ( "user" in line ) :
       print( "user" )
       conf_user = line.replace( "user=" , '' )
       conf_user = conf_user.replace( "\n" , '' )

    if ( "password" in line ) :
       print( "password" )  
       conf_password = line.replace( "password=" , '' )
       conf_password = conf_password.replace( "\n" , '' )

    # utilisez readline() pour lire la ligne suivante
    line = file.readline()

file.close()


# SSL
# Set the port for your HTTPS server
port = 8443
 
# Specify the SSL/TLS certificate and key files
certfile = "cert.pem"
keyfile = "key.pem"

# Create an SSL context
ssl_context = ssl.SSLContext( ssl.PROTOCOL_TLS_SERVER )
# ssl_context.load_cert_chain( certfile=certfile , keyfile=keyfile )
ssl_context.load_cert_chain( certfile=certfile , keyfile=keyfile , password = 'gogo' )

# Create an object of the above class
handler_object = MyHttpRequestHandler


# Create the HTTPS server
with socketserver.TCPServer(( "0.0.0.0" , port ) , handler_object ) as httpd:
    httpd.allow_reuse_address = True
    httpd.socket = ssl_context.wrap_socket( httpd.socket , server_side=True )
    print( f"Serving directory at https://localhost:{port}" )
    httpd.serve_forever()


